Cybersecurity Services

FIREWALL RULE AUDIT ASSESSMENTS

How to: Keep the bad out and the good protected.

Your customers rely on firewalls to keep threats out—but even the best defenses can slip if
rules are outdated or misconfigured. The SANS Institute calls for regular firewall reviews as a
critical security control. With Ingram Micro’s Firewall Rule Audit Assessment, you can help
your customers stay protected, compliant and ready for whatever comes next.

What we assess

Our certified security auditors use a mix of manual reviews and automated testing to evaluate
your customers’ firewalls across four key areas:

» Rule sets and configurations: Are they up to industry standards?

» Potential weaknesses: Could attackers exploit them?

« Compliance: Do they align with SysAdmin Audit Network Security guidelines?
» Baselines and policies: How do settings compare to approved standards?

What you’ll get
Regular firewall audits help your customers stay secure and efficient. With our assessment,
you can help them:

» Remove outdated rules that leave doors open to threats.
» Optimize rule order for better firewall performance.

« Catch misconfigurations before they become problems.
» Fix grouping or hierarchy issues that slow things down.

We assess firewalls from Cisco, Extreme Networks, Fortinet, Palo Alto Networks,
Juniper Networks, WatchGuard and Dell SonicWALL.

Got questions? We’ve got answers.

Reach out to the Ingram Micro Services team for help with service registration, quotes, product info or
custom statements of work: usservices@ingrammicro.com or (800) 456-8000, ext. 76094

usa.ingrammicro.com
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Post-assessment

After the assessment, you’ll receive a comprehensive Firewall Rule Evaluation Report that
makes it easy for you to show:

» Expert analysis of your customers’ current firewall configuration
* Prioritized findings ranked by severity: Critical, High, Medium, Low, Informational
» Tailored remediation plans to address vulnerabilities and strengthen defenses

This report gives you a clear roadmap to help your customers improve security while
positioning your services as trusted, proactive and essential.

Firewall Rule Audit Assessment

SKU Description MSRP
SF4759 First Firewall $960.00
SF4760 Each Additional Firewall $4,480.00

All services shall be offered and sold subject to Ingram Micro’s Professional Services Terms.

Why it all matters

With decades of cybersecurity expertise and a global network of certified security
professionals, Ingram Micro goes beyond surface-level scans. Our team combines human
insight with advanced assessment tools to reveal what automated reports alone can't.

The result?

Actionable guidance, detailed remediation plans and confidence that your customers’ firewalls
are performing at their best, helping you deliver real value and peace of mind.

Explore additional cybersecurity services

Got questions? We’ve got answers.

Reach out to the Ingram Micro Services team for help with service registration, quotes, product info or
custom statements of work: usservices@ingrammicro.com or (800) 456-8000, ext. 76094
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