A Penetration Test Assessment can be used to address and evaluate the effectiveness of an existing security network
in multiple environments, including both on-premises or cloud-based IP's. Technical Architects from Ingram Micro
Services use a mix of manual and automated testing techniques in an attempt to gain access to information without
the knowledge or permission of its owner.

The assessment can be used to evaluate the internal and external security perimeter and to provide recommendations
for strengthening the security infrastructure to reduce the possibility of an external hacker compromising their
information unknowingly. Penetration Tests can also be used to help organizations meet requirements for PCl, SOX,
HIPAA, and 23 NYCRR 500 (Cybersecurity Requirements for Financial Services Companies published by New York State)
for utmost security compliance.

Deliverables:

Ingram Micro will provide assessment services to identify system vulnerabilities and attempt to exploit them. A
Penetration Test Assessment engagement will include:

e Initial consultation with partner and customer

e Review of the systems to test

e Final Presentation and review of findings and recommendations

e Final report documenting findings and recommendations
Process

1. Footprint environment to gather data.
2. Execute scans against the identified systems to identify vulnerabilities using a mix of manual and automated

tools.
3. Attempt to exploit vulnerabilities using a mix of automated and manual tools.
1.1 Produce a report that will document the results and recommendations.

4. Deliver the assessment report and its findings

Network Penetration Test Assessment Pricing

SKU Description MSRP
JR8182 Internal Penetration Test 1% [P* $2,494.00
JR8181 External Penetration Test 1% P $2,975.00
JR8183 each additional IP External or Internal $619.00

*Internal tests require the installation of a scanning device on the customer network as part of the assessment

Any items not explicitly listed within this document are considered outside the scope of this SKU’d Service.

All Services shall be offered and sold subject to Ingram Micro’s Professional Services Terms and Conditions.

Contact Us

Please contact Ingram Micro Services to handle your service registration submissions, quote requests, product info or
custom statements of work. Ingram Micro Services can be reached at USServices@ingrammicro.com or by phone at

(800) 456-8000, ext. 76094. Rev. 06.01.2025
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