Employees represent a possible weak link in security for many organizations. The Social Engineering Assessment is
designed to complement Ingram Micro’s other security assessments by attempting to convince your employees to
divulge sensitive information through the use of email scripts customized to your company.

The assessment can help your clients establish the current state of security awareness among their personnel as well
as determine gaps in policy, procedure, enforcement and security awareness training.

Deliverables:

The security tests performed during the assessment include a mix of automated and manual tests in conjunction with
customized scripts that address:

e Initial consultation with partner and customer

e Review of the process and identification of candidates

e Emails are sent to designated employees in order to persuade them to perform an action like clicking on a link
within the email or provide sensitive information over the email.

e Final Presentation and review of findings and recommendations

e Final report documenting findings and recommendations

Process

1. Develop content for Social Engineering email with input from Reseller and End Customer,

2. Conduct Social Engineering email campaign to the specified End Customer employees.

3. Identify and track all End Customer employees who divulge some type of sensitive information via clicking
email link.

4. Produce a report that will document the results of the efforts.

Perform an executive briefing to present the results.

6. Deliver the assessment report and its findings

Social Engineering Assessment Pricing ‘

o

SKU Description MSRP
SF9279 Spear Phishing/Email - Twenty (20) Employees $1,875.00
SF9279 Spear Phishing/Email - Fifty (50) Employees $2,156.25
SF9279 Spear Phishing/Email - One Hundred (100) Employees $2,625.00
SF9279 Spear Phishing/Email - Five Hundred (500) Employees $6,375.00

Any items not explicitly listed within this document are considered outside the scope of this SKU’d Service.

All Services shall be offered and sold subject to Ingram Micro’s Professional Services Terms and Conditions.

Contact Us

Please contact Ingram Micro Services to handle your service registration submissions, quote requests, product info or
custom statements of work. Ingram Micro Services can be reached at USServices@ingrammicro.com or by phone at

(800) 456-8000, ext. 76094. Rev. 06.01.2025
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